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Re:

Mr. Andrew Weissmann, Esq.
General Counsel
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Linkedln Transparency Reporting

Dear Director Comey and Mr. Weissmann:
I write on behalf of Linkedln Corporation (“Linkedln”), the world’ s largest professional
network with over 23 8 million members, regarding our right to and interest in direct, transparent
communication regarding U.S. government national security-related requests for Linkedln
member data.
Linkedln’s mission is to connect the world’s professionals to enable them to be more
productive and successful. Linkedln’s core value is: “Members First.” Critical to this mission
and core value is Linkedln’s commitment to earning and retaining members’ trust by being open,
transparent, responsive and clear regarding the privacy and security of our members’ data and
communications on Linkedln.
Linkedln understands and has the greatest respect for the critical work performed by the
Bureau to protect our national security. At the same time, and as you are aware, recent news
reports about government surveillance have given rise to significant concerns among both the
American people and the global community about the privacy of Internet communications,
activities, and personal data. Much of this concern relates to requests for information related to
national security, including so-called National Security Letters (“NSLs”) issued under 1 8 U.S.C.
§ 2709 and requests pursuant to the Foreign Intelligence Surveillance Act (“FISA”), 50 U.S.C.
§ 1801 etseq.
Under these circumstances, and in light of our mission and core value, we are committed
to communicating with our members about government requests for their data, including the
frequency and nature of government requests and the number of members affected.
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To that end, over the past several months, Linkedln has been engaging with the FBI to try
to reach agreement regarding our reporting ofthis information. Linkedln has a long history of
engaging with and providing its full cooperation to law enforcement and regulatory authorities,
in both the U.S. and abroad, including the FBI. As part ofour recent discussions, we have
sought authorization to disclose to our members and to the public, as part of our Transparency
Report, information regarding the total number of national security-related requests, including
FISA and NSL-related requests, if any, and the number of members affected by these requests, if
any. To be clear: this reporting would not disclose any substantive information about the
identity of the members at issue or the type of information requested.
Unfortunately, despite our efforts to be as cooperative as possible, and after numerous
conversations with the Bureau and its representatives, we have not been able to reach agreement
and our discussions have reached an impasse. The FBI has stated as its fmal position that
Linkedln has only two options. First, we can report the total number ofall non-national securityrelated government requests and can separately report the total number ofNSLs received but
only within a bucket range of 0 to 1 000 annually. Under this approach, we cannot provide any
specific figures regarding the number ofNSLs received, and cannot disclose any information
relating to FISA requests. Alternatively, we can report in a single bucket of 0 to 1000 every six
months all government requests, including NSLs and FISA requests, but cannot break the bucket
down into specific numbers, percentages or otherwise.
While we understand that the Bureau would like a “one size fits all” approach, we believe
that these two options as applied to Linkedln cannot be squared with the law, fairness or
common sense. Among other things, the proposed limitations are not authorized by the
governing statutes and raise serious constitutional concerns regarding Linkedln’s First
Amendment rights. Indeed, a federal court has noted the “government’s failure to demonstrate
that a blanket prohibition on recipients’ ability to disclose the mere fact of receipt of an NSL is
necessary to serve the compelling need ofnational security” and held that the FBI’s position
therefore “creates too large a danger that speech is being unnecessarily restricted.” In re Nat’!
Security Letter, No. C 1 1—021 73 SI, 2013 WL 109547, at 10 (N.D. Cal. Mar. 14, 201 3) (appeal
pending).
As a practical matter, the FBI’s proposals lead to nonsensical results. Among other
things, the 1000-bucket approach makes no sense where there are a very low number of
government requests and even lower number ofnational security-related requests. Reporting
total governmental requests or NSLs within a range of 0 to 1 000 would defeat the very purpose
of our transparency reporting, and, in fact, in this circumstance, it would be very misleading
regarding the number of users affected by government requests, and would generate unwarranted
concerns by members and the general public, both in the United States and abroad.
Because we have been unable to reach agreement and because we firmly believe the
restrictions being imposed by the Bureau do not comport with the law or with Linkedln’s
constitutional rights, and make no sense as applied to Linkedln, we have been left with no choice
but to seek legal recourse. As a number of other companies recently have done, and as discussed
with Mr. Weissmann, we are filing a petition in the U.S. Foreign Intelligence Surveillance Court.
This petition echoes the requests made to Congress and the President by industry members and
public interest organizations earlier this year and, in particular, that companies such as Linkedln
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be allowed to publish the number and types (if any) of national security-related requests they
receive under the Foreign Intelligence Surveillance Act. We also are filing an amicus brief in the
U.S. Court ofAppeals ofthe Ninth Circuit urging affirmance ofthe district court’s ruling in the
case of “In Re National Security Letter,” No. 1 1-02173 SI (N.D. Cal.), which held that the NSL
disclosure restrictions violate the First Amendment and in particular that the prohibition on
disclosure ofthe number ofNSLs received is not required by our national security interests.
To the extent the FBI reconsiders it position, and in the spirit of cooperation and dialogue
we have always maintained with the Bureau and with other government agencies, we of course
remain available to continue discussions regarding Linkedln’s ability to disclose the information
that we believe our members and the broader public are entitled to receive. It is, indeed, time for
greater transparency.

Sincerely,

Erika Rottenberg
Vice President, General Counsel
and Secretary

cc: Jerome C. Roth, Esq.
Munger, Tolles & Olson LLP

